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Introductionto Portsnap

e Portsnapis a systemfor securelyand e ciently distributing
the FreeBSDPorts tree.
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Introductionto Portsnap

e Portsnapis a systemfor securelyand e ciently distributing
the FreeBSDPorts tree.

@ Introducedin October 2004, addedto the basesystemin
August 2005.

o Presentin all releasesinceFreeBSD6.0-RELEASE,
5.5-RELEASE.

@ Now usedon approximately 30,000systems.
o Yes,| will havesomepretty graphslater.
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A bird's-ey view of Portsnap

o Portsnap build code runs on hardware \o wned" by the
FreeBSDSecuriy Team.
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A bird's-ey view of Portsnap

o Portsnap build code runs on hardware \o wned" by the
FreeBSDSecuriy Team.

@ Builds are uploadedvia sshto portsnap-master.freebsdrg.

@ Mirrors (3 of them, sofar) update from
portsnap-master.freebsdrg.

o Individualclient systemsupdate /var/db/p ortsnap from a
randomlyselectedmirror.

The ports tree can be extractedor updated from
Ivar/db/p ortsnap.
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Black Magic#1: DNS SRVrecads

@ DNS SRVrecads (RFC 2782) provide a mechanisnfor
mappinga type of serviceto host name(s).
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Black Magic#1: DNS SRVrecads

@ DNS SRVrecads (RFC 2782) provide a mechanisnfor
mappinga type of serviceto host name(s).

s Approximately a generalizationof MX recads.
@ Clientsare expectedto pick a serverrandomlybasedon the
speci ed priorities and weights.

_http. _tcp.portsnap.freebsd.org IN SRV1 10 80
portsnapl
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speci ed priorities and weights.
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environmentvariable.

Colin Percival The FreeBSD Project cperciva@FreeBSD.org FreeBSD Portsnap


cperciva@FreeBSD.org

Black Magic#1: DNS SRVrecads

@ DNS SRVrecads (RFC 2782) provide a mechanisnfor
mappinga type of serviceto host name(s).
s Approximately a generalizationof MX recads.
@ Clientsare expectedto pick a serverrandomlybasedon the
speci ed priorities and weights.
_http. _tcp.portsnap.freebsd.org IN SRV1 10 80
portsnapl

e PortsnaprunsoverHTTP, and obeysthe HTTP _PROXY
environmentvariable.

o If HTTP _PROKXY is set, Portsnap uses
SHA256(HTTP_PROXY) asa randomnumber seedwhen
selectinga randommirror.
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FreeBSDUpdate

o FreeBSDUpdate is a systemfor building, distributing, and
applyingbinary securiy updatesto the FreeBSDbasesystem.
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FreeBSDUpdate

FreeBSDUpdate is a systemfor building, distributing, and
applyingbinary securiy updatesto the FreeBSDbasesystem.

Introducedin April 2003, presentedat BSDCon'03.
Updatesare signedto provethat they are authentic.

s No needto trust CVSupmirrors!
Until August 2006, FreeBSDUpdate wasin the Ports tree.
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applyingbinary securiy updatesto the FreeBSDbasesystem.

Introducedin April 2003, presentedat BSDCon'03.
Updatesare signedto provethat they are authentic.

s No needto trust CVSupmirrors!

Until August 2006, FreeBSDUpdate wasin the Ports tree.
¢ ... which most peopledownloadedvia CVSup.
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FreeBSDUpdate

FreeBSDUpdate is a systemfor building, distributing, and
applyingbinary securiy updatesto the FreeBSDbasesystem.

Introducedin April 2003, presentedat BSDCon'03.
Updatesare signedto provethat they are authentic.

s No needto trust CVSupmirrors!

Until August 2006, FreeBSDUpdate wasin the Ports tree.
¢ ... which most peopledownloadedvia CVSup.
@ ... Oops.
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SecureCVStrees

e Add a checksumle to eachdirectay in the tree, containing
@ ... the hashef all the other les in the directay.
@ ... the hashesf the checksumles in any (immediate)
suldirectaies.
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SecureCVStrees

e Add a checksumle to eachdirectay in the tree, containing

@ ... the hashef all the other les in the directay.
@ ... the hashesf the checksumles in any (immediate)
suldirectaies.

o Signthe checksumle in the root directay.

o Eachtime a commit is done,automaticallyrebuild checksum
les goingup to the root, and re-signthe root checksumle.

o | hope someonébuildsthis someday. | didn't havetime.
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A simplerapgoach

o Insteadof makingthe tree self-authenticatingand using
existingmechanismgo distribute it, keepauthenticationout
of the tree and havea new utility which downloadsand

veri es.
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A simplerapgoach

o Insteadof makingthe tree self-authenticatingand using
existingmechanismgo distribute it, keepauthenticationout
of the tree and havea new utility which downloadsand
veri es.

o Divide the treeinto N independentpieces,and generatean
N-line index le containingthe hashesof all the pieces.

o Distribute the N pieces the index, and a signedhashof the
index as static les overHTTP.

o We don't really needto invent a new protocol after all...
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Black Magic#2: Static les

o Servingstatic les is easy{ chooseyour favourite HTTP
server.
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Black Magic#2: Static les

o Servingstatic les is easy{ chooseyour favourite HTTP
server.

o HTTP serversare light-weight compaed to more complicated
protocolslike CVSupand rsync.

o Usingstatic les overHTTP makes rewall/proxy traversal
easy

o Actually, squidmanagego causeproblemsby not supporting
HTTP/1.1, but | think that can be worked around.

o Usingstatic les (and a signature)providesendto end
securiy.

o We don't needto worry about the possibility of mirrors being
compomised.

s We don't needto worry about the possibility of an SSL
certi cate being compomised.
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o We want to divide the ports tree into N pieces.
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of updating eachpiece.

o Asymptotically we probablywant N = O( [size of tree]).

o For atreeof 100MB it's reasonabldor N to be a few
thousand.
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Dividingup the ports tree

o We want to divide the ports tree into N pieces.

o The larger N is, the larger the overheadcosts(TCP, HTTP,
inodes, etc.) of handlingmany small les.

@ The smallerN is, the larger the cost (bandwidth, CPU time)
of updating eachpiece.

o Asymptotically we probablywant N = o( [size of tree]).
o For atreeof 100MB it's reasonabldor N to be a few
thousand.
o In Portsnap, the piecesare

@ /usr/p orts/category/p ort
o /usr/p orts/category/ le
s Jusr/p orts/ le

and eachpieceis stored as a tarball.
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Black Magic#3: Understanchow thingschange

o The central problemof e cient data compressionis to model
les.
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the rst delta compesso designedwith an awarenessof byte
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how les change
o Sidenote: Part of the reasonbsdi is soe cient isthat it is
the rst delta compesso designedwith an awarenessof byte
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@ Commitsto the ports tree often modify severalles, but
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Black Magic#3: Understanchow thingschange

o The central problemof e cient data compressionis to model
les.

@ Most compressos explicitly usethe rst n bytesto predict the
valueof the n + 1th byte.
o The central problemof e cient delta compessionis to model
how les change
o Sidenote: Part of the reasonbsdi is soe cient isthat it is
the rst delta compesso designedwith an awarenessof byte
substitutions.
@ Commitsto the ports tree often modify severalles, but
usuallythey are part of the sameport.

s Dividing the tree into individual ports is a natural granuality
basedon how the tree changes.
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Black Magic#4: Referencdy hash

o Traditional approach: "p orts/misc/bsdi is stored in
miscbsdi _123.ta and has SHA256hash
01234567...89ABCDEF".
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Black Magic#4: Referencdy hash

o Traditional approach: "p orts/misc/bsdi is stored in
miscbsdi _123.ta and has SHA256hash
01234567...89ABCDEF".

o Referencedy hash: "ports/misc/bsdi is storedin

01234567...89ABCDEF.taand has SHA256hash
01234567...89ABCDEF".

o Don't needto worry about namingcollisions,sincea strong
hashwill nevercollide.

o Well, hopefully, at least.
o Eachpart of the tree is self-authenticating.
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Thingsget ugly: Distributing INDEX les

e FreeBSDpaclagetoolsusean INDEX le which summaizes
the ports tree.
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e FreeBSDpaclagetoolsusean INDEX le which summaizes
the ports tree.

s Paclkagename,version,directay, dependencies...
o The INDEX le is generatedby recursinginto everyMake le
in the tree.
@ This takes 10{30 minutes.
s If someonecaninsert a trojan into misc/nobody-uses-this,

they can executearbitrary code on any systemwhich buildsan
INDEX.
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o FreeBSDpaclkagetoolsusean INDEX le which summaizes
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s Packagename,version,directay, dependencies...

o The INDEX le is generatedby recursinginto everyMake le
in the tree.

@ This takes 10{30 minutes.

s If someonecaninsert a trojan into misc/nobody-uses-this,
they can executearbitrary code on any systemwhich buildsan
INDEX.

o INDEX is built on the Portsnap buildbox and distributed to
client systems.
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Thingsget ugly: Distributing INDEX les

o FreeBSDpaclkagetoolsusean INDEX le which summaizes
the ports tree.
s Paclkagename,version,directay, dependencies...

o The INDEX le is generatedby recursinginto everyMake le
in the tree.
@ This takes 10{30 minutes.
s If someonecaninsert a trojan into misc/nobody-uses-this,
they can executearbitrary code on any systemwhich buildsan
INDEX.

o INDEX is built on the Portsnap buildbox and distributed to
client systems.

e For securiy reasons|NDEX is built asa non-privilegeduser
insidea jail which containsa minimal FreeBSDworld whereall
lesystemsare mounted either readonlyor noexec.
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Thingsget ugly: Distributing INDEX les

o FreeBSDpaclkagetoolsusean INDEX le which summaizes
the ports tree.
s Paclkagename,version,directay, dependencies...

o The INDEX le is generatedby recursinginto everyMake le
in the tree.
@ This takes 10{30 minutes.
s If someonecaninsert a trojan into misc/nobody-uses-this,
they can executearbitrary code on any systemwhich buildsan
INDEX.

o INDEX is built on the Portsnap buildbox and distributed to
client systems.

e For securiy reasons|NDEX is built asa non-privilegeduser
insidea jail which containsa minimal FreeBSDworld whereall
lesystemsare mounted either readonlyor noexec.

o Hopefully this is good enough...
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Savingbandwidth

o Insteadof downloadingcomplete les, Portsnap downloads
patchesagainstolder versionswhenevermpossible.
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Savingbandwidth

o Insteadof downloadingcomplete les, Portsnap downloads
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Savingbandwidth

o Insteadof downloadingcomplete les, Portsnap downloads
patchesagainstolder versionswhenevermpossible.

e Binary patchesare usedfor the componenttarballs.
@ A hacled-uptextual patch format is usedfor the index of
componentsand for the ports INDEX le.

e For atypical 58 hour window of updatesin 2005, CVSupused
6388kB of bandwidth, while portsnap only used370kB.
@ Whenverylittle haschangedin the tree, CVSupspendsmost
of its time/bandwidth listing les and decidingthat they
haven't changed.
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Black Magic#5: Opportunistic patching

e Problem: If you haveN versionsof a le, there are O(N?)
pairs betweenwhich to build patches.
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Black Magic#5: Opportunistic patching

e Problem: If you haveN versionsof a le, there are O(N?)
pairs betweenwhich to build patches.

o Building O(N?) patchestakesa long time.
e Applyinga seriesof N patches,oneby one, is both
complicatedand slow.

o Opportunistic patching: Build somepatches,but not all of
them.

o Client systemsdtry to fetch a patch, but fall backto fetchinga
complete le if the patchisn't available.

s By building a small number of patches,we can ensurethat
most systemswill be using patchesmost of the time.

@ Right now, patchesare always for Portsnap on systemswhich
update at leastoncea week.
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Portsnap updating statistics
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Black Magic#6: PipelinedHTTP

@ PipelinedHTTP can easilyspeedup fetching small les by an
order of magnitude.
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Black Magic#6: PipelinedHTTP

@ PipelinedHTTP can easilyspeedup fetching small les by an
order of magnitude.

@ WhenPortsnapis fetching patches(typical size 500 bytes) the
speedupcan be overa factor of 100.

@ Not really black magicat all | pipelinedHTTP is something
which everylody shouldbe using.

@ Unfortunately, shackingly few peopledo.
@ | hadto write my own command-linepipelinedHTTP client as
pat of Portsnap becausd couldn't nd oneanywhere.
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PRIVACY NOTICE

As an unavoidablepart of its operation, a machinerunning
portsnap will make its public IP addressand the list of les it
fetchesavailableto the serverfrom whichit fetchesupdates. Using
theseit may be possibleto recognizea machineover an extended
period of time, determinewhenit is updated, and identify which
portions of the FreeBSDports tree, if any, are beingignared using
"REFUSE" directivesin portsnap.conf. In addition, the FreeBSD
releasdevelis transmitted to the server.

Statistical data generatedfrom information collectedin this
mannermay be published,but only in aggregateand after
anonymizingthe individual systems.
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Portsnapusage

Weekly portsnap usageby version
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Portsnapusageon FreeBSD6.2

Weekly portsnap usageby version
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Questions?
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