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1 Intro duction

As part of our MITACS researt project at Simon Fraser University, we
have investigatedalgorithms for integerfactorization and computing discrete
logarithms. We have implemerted a quadratic siewe algorithm for integer
factorization in Maple to replace Maple's implemertation of the Morrison-
Brillhart cortinued fraction algorithm which was doneby Gaston Gonnetin
the early 1980's. We have alsoimplemerted anindexedcalculusalgorithm for
discrete logarithms in GF(q) to replaceMaple's implemertation of Shanks'
baby-step giant-step algorithm, also done by Gaston Gonnet in the early
1980's.

In this paper we descrike the algorithms and our optimizations made
to them. We give somedetails of our Maple implemertations and presen
someinitial timings. Since Maple is an interpreted language,see|[7], there
is room for improvemert of both implemertations by coding critical parts
of the algorithms in C. For example,one of the bottle-neds of the indexed
calculusalgorithm is nding and integerswhich are B-smaoth. Let B be a
setof primes. A positiveintegery is saidto be B-smooth if its prime divisors
areall in B. Typically B might be the rst 200primesand y might be a 50
bit integer.

*This work was supported by the MITACS NCE of Canada.



2 Integer Factorization

Starting from somevery simple instructions | \make integer factorization
fasterin Maple" | we have implemerted the Quadratic Siee factoring al-
gorithm in a combination of Maple and C (which is accessedria Maple's
capabilities for external linking). In this section,we shall descrike somethe
designdecisionswe made,the reasoningbehind them, and someof the opti-
mizations we were able to make which allowed us to improve performance.

2.1 Maple

The rst designdecisionswe made resulted from the target of speedingup
integer factorization in Maple. While most work in the eld of integer fac-
torization hashistorically beencertered around factoring integerswhich are
as large as possible| usually involving hundreds of processorsand se\eral
months | Maple is typically usedinteractively and on a single processor,
so we concludedthat obtaining good performancefor inputs ranging from
50 to 100 digits (which, on modern systemstake time ranging from a few
CPU-secondgo a couple of CPU-days) was of far greater importance than
reducing the time neededto factor a 150-digit input. In light of this, we
decidedto ignorethe GeneralNumber Field Siewe in favour of the Quadratic
Siewe. While the Quadratic Siewe is asymptotically slowver than the Number
Field Siew, the constarts involved make the Quadratic Siewe faster up to a
break-ewen point of around 90{135 digits depending upon the implemena-
tions used,and even beyond this point the Quadratic Sie\e falls behind quite
slowly.

Our secondmajor designdecisionwas inspired by the use of Maple as
a pedagogicaland researt tool. The Quadratic Siewe factoring algorithm
consistsof three major steps| sievingto nd \relations"; Itering the list
of relations found to make it more manageable;and solving a large sparse
linear systemmodulo 2| and all three of these stepsare targets of active
researt. Consequetly, we decidedto perform as much work as possiblein
Maple, and to return the results of eat step into Maple before passingit
into the next step. In this manner,we make it easierfor studerts to examine
the code in order to learn how the Quadratic Siewe operates,and even more
importantly make it easierfor researbers to \drop in" a replacemen for
one of the parts if they are investigating potertial improvemerts. Although
Maple is generally signi cantly slowver than code written directly in C, we



shall seelater that since most time is spert executing a relatively small
amourt of code, it is possibleto obtain good performancewhile only writing
a small portion of the code in C.

2.2 The Sieve

While it is traditional to speak of the Quadratic Siew, it is grammatically
more accurateto speak of ¢ Quadratic Siewe, sincethere have beena series
of improvemeris madeto the original concept. The original Quadratic Sieve
deweloped by Pomerancg10] in 1981,which factoredaninput N by searding

for valuesof x sudc that f (x) = (x + {\/WJ)Q — N is smaoth, was quickly

replacedby the Multiple Polynomial Quadratic Siewe [11] (hereafterMPQS),
which takes a seriesof valuesa = ¢? for primes g, sohesk? = N (mod a),
and then searties for smooth valuesof f (x) = (ax + b? — N. This was
revisedfurther by Alford and Pomerancdl] in the Self-Initializing Quadratic
Siew! (hereafter SIQS) which takesvaluesa of the form a = qq; :::q. for
appropriate g; and then searhesfor smooth valuesof f (x) = (ax+ b)? — N
for b, equalto the 2" non-trivially di erent? squareroots of N modulo a.

Whichewer Quadratic Siew is beingused,the sievingtakesa similar form.
An array of M bytesis rst initialized to zero,then for ead prime p lessthan
a bound B, (known asthe \prime bound") modulo which N is a quadratic
residue,ead position x in the array satisfyingf (x) = 0 (mod p) is increased
by logp. Theselocations are computed from the roots of f (x) modulo p |
for ead root , the valuesin positions ; + p; + 2p;.:: are adjusted. In
SIQS, this initialization cost| computing the roots of f (x) modulo ead of
the sieving primes| is amortized over 2" sieving intervals (thus the \Self-
Initializing" siewve would more appropriately be called an \Amortized Initial-
ization Costs" siewe).

In light of our designdecisionto perform asmuch computation aspossible
within Maple, and alsoin keepingwith the generalprinciple of usingthe best
available algorithms, we decidedto use SIQS, performing the initialization
computationsin Maple but sieving ead \h ypercube" in C.

We also apply the ubiquitous \large prime variation”, with either oneor

1The Self-Initializing Quadratic Sieve was also independently discovered by Peralta,
who called it the Hypercube Multiple Polynomial Quadratic Sieve.

2Since ( ax b)? = (ax+b)?, we can ignore half of the 2"*! square roots of N modulo
a; this is usually performed by requiring that all the Iy are congruent modulo ¢p.



two large primes, depending upon the sizeof integer to be factored: Rather
than requiring that f (x) factor completely over the primeslessthan B,, we
permit it to have one or two prime factors betweenB; and a \large prime
bound" B,.

2.3 Choosing hypercubes

The choiceof the primesg; (and thus the valuesa) is subject to a number of
considerations:

1. In SIQS, asin MPQS, the value a should be approximately equal to
VvV8N=M, whereM is the length of the sievinginterval®. The further
a varies from this value, the larger the averagevalue of f (x) will be
at points within the siewe, with the inevitable result that fewer of the
points within the sieve will be smooth.

2. Since SIQS amortizes the cost of siewe initialization over 2" sieving
intervals, larger valuesof r will reducethe time spert on initialization.

3. Onthe other hand, eat prime g hasthe e ect of reducingthe frequency
of smooth valuesin the siewe. SinceN is required to be a quadratic
residuemodulo ead g, there would normally be two valuesx mod q for
which x2 — N = 0 (mod g); howewer, for b = N (mod q) there will
only be onevalue of x mod ¢ for which f (x)g ! = 0 (mod q).

4. Finally, SIQS can often nd the samerelation multiple times, which
both decreaseshe number of usefulrelations found and addsthe addi-
tional complexity of removing suc duplicates. If avalue0 < x < v2N
satis es x> — N = 0 modulo both a= q,:::q. and 8°= ::: ¢, then
the relation will be found twice (assumingthat both valuesare taken
for a during the sieving). Naturally, this is almost impossibleunless
the sets{g:::q.} and {c::: ¢’} intersect.

While Contini [5] recommendsminimizing the number of duplicate rela-
tions found by requiring that the sets{q;} di er by at leasttwo primes, we
adopt a sharply di erent approad. Fixing ¢ :::q., we allow q, to takeon, in
increasingorder, the primes immediately following the sieving prime bound
B,. Sincethe number of hypercubeswhich needto be sieved in orderto nd

3Note that some authors use a sieving interval of length 2M , i.e., from M to M.
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enoughrelations is typically far lessthan B, the valuesa will remain rea-
sonably closeto their ideal value and the number of duplicate relations will
be small. In addition, sinceall of the valuesq, are above the prime bound
B,, any duplicate relation will cortain the relevant ¢ as a \large prime",
making the task of removing duplicatestrivial.

Choosingthe primes g; in this manner has a further benet in reducing
the initialization costs. After xing q; :::Q., we can precompute

1o
=1

i= oG Vi<i<r
;= VN ., 'modg vi<i<r
ip =0 ' modp Vi<i<r,vpeP
»= VN ;' modp Vpe P

where P is the set of primes lessthan B; modulo which N is a quadratic
residue,and the notation /N mod p meanseither root of x2 — N mod p.
For ead cube, after selectingg,, we then compute

i= Vi<i<r
i = ' mod g vi<i<r
0= VN ;' modgq

0p = ¢ ' mod p VpeP

and note that a= ¢, o, the 2" valuesof b are

T
_OO_E dzzz
=1

wherethe d; ead take the values—1 and 1, and the sieving o sets at which
logp must be addedare

(o 0) opt Zdi ip i
i1

In this manner, the initialization costsare reducedr-fold beyond those in
most implemertations of SIQS.



2.4 Sieving optimizations

The rst optimization we madeto the sieving processitself wasto apply the
widely used\small prime variation". Herewe x a value By, known asthe
\small prime bound", and instead of sieving using primes lessthan B,, we
compute the averagecortribution which will result from sud primes. Since
small primes require the most work to be done during sieving, this provides
a signi cant speedup. In our implemertation, howewer, we di er somewhat
from the usual small prime variation: Instead of merely computing the mean
cortribution from small primes, we compute both the mean and standard
deviation, and then attribute to ead point in the siewve an estimated small
prime cortribution equalto the meanplus 2:5 standard deviations'. In this
manner, we reducethe number of smooth valueswhich are misseddue to
having above-averagenumbers of small divisors.

After the sievingprocessproducesa list of \hits", we add an optimization
which we believe to be new. Realizingthat most points will have fewer small
prime divisors than the above-averagevalue which we earlier attributed to
them, we compute for eat point the actual cortribution from small primes.
Taking this in conmbination with the \over-siewe" (the amourt by which the
siewe threshold wasexceeded)we lter the list of hits returned by the sieving
and reducethe number of insu cien tly smaoth points being consideredihis
provides a signi cant speedupin later steps.

Given this (now much reduced) list of siew hits, we proceedto trial
division: We divide the valuesf (x) by ead of the sievingprimesp in turn,
constructing the factorization of eat f (x) into a product of primeslessthan
B, and possibly a remaining term which is either a single large prime or
the product of two large primes. In this trial division process,we make
another new optimization: Sincewe know from the sieving processthe sum
of the (rounded) logarithms of the primes dividing f (x), we subtract away
the logarithm of eat prime aswe nd it, and exit the trial division loop once
we know that we have found all the sieving prime divisors. Sincethe largest
prime divisor of f (x) below B, is on averageabout %Bl, this \early exit"
optimization provides a signi cant speedupto the trial factorization step.

Oncethe trial factoring is complete, we considerthe remaining part (if
any) of f (x). If the remaining value is betweenB; and ¢,, we discard the
value | we have a duplicate of a relation which was found in an earlier
hypercube. For values betweenq, and B,, we have a relation cortaining

4The value 2:5 was chosen based on performance testing.
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a single large prime. Values between B, and B# we discard, since they
must re ect a single prime greater than the large prime bound; and nally

valuesgreaterthan B? are subjected to a single pseudoprimetest, probable
primesare discarded,and then Brent's variation of the Pollard Rho factoring
algorithm [3] is usedto split the valueand a relation is constructedcortaining
the two large primes.

2.5 Cycle counting and relation filtering

In keepingwith standard practice, we usethe Union-Find algorithm to nd
cycleswithin the large primes. Unlike most implemertors, howewer, we have
two major advantages: First, sinceall the sievingis performedon the same
system, we can run the Union-Find algorithm while the sieving is ongoing,
adding new relations as they are found; this allows us to stop sieving as
soon as we have enoughrelations rather than needingto guesswhen we
should stop. Second,Maple provides very easyto use hash tables, making
the implementation far simpler than it would be in a lesspowerful language.

Oncewe have enoughrelations, we take further advantage of the Union-
Find algorithm to lter the relations. By e ectively running the algorithm
badkwards, we eliminate all of the relations which cortain a large prime
but are not a member of a cycle; this is considerablyfaster than the more
common approad of repeatedly Itering the list of relations by removing
\singletons" (relations cortaining a large prime which doesnot occur in any
other relations).

Finally, we make a passthrough the relations eliminating any prime which
occursin only two relations by multiplying thoserelations together.

2.6 Linear algebra

Once we have a Itered list of relations with more relations than primes
involved, we return to C and apply the block Lanczosalgorithm for solving
sparsesystemsof linear equationsmodulo 2. Here we do not diverge from
the usualapproad at all: For performancereasonsthe entire block Lanczos
algorithm must be performedin C°, and we use a block size equal to the
madine word-length, taking advantage of the internal parallelism of bitwise
operators.

SWe found at one point that our C code could solve an entire system of order 2000 in
less time than it took for Maple to compute a single matrix-vector product!
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Once the block Lanczosalgorithm completes,we take the solutions re-
turned in order, multiply togetherthe indicated relationsto producean equa-
tion of the form X2 = Y2 (mod N), and computeigcd( X —Y, N); when
we nd a non-trivial factor, we stop and return it to the user.

2.7 Performance

In orderto demonstratedthe performanceof our code, we considerthe values
N = p.(10"%¢) - p.(10"* ')

where p.(x) denotesthe smallest prime greater than x; these are n-digit
integers. In Table 1 we show the time taken on a 2.5GHz Apple G5 sys-
tem by Maple's current default integer factoring algorithm, the Morrison-
Brillhart algorithm (\maple"), Magma'sinteger factorization routine, which
spends a short time searting for small factors using special-purpose fac-
toring algorithms prior to using the Multiple Polynomial Quadratic Siewe
(\magma"), our own implemertation (\SIQS"), and Jason Papadopulos'
\msieve" command-lineapplication, which is generallyregardedasbeingthe
fastestimplemertation available of any form of the Quadratic Siewe [9].

n maple | magma| SIQS| msiewe | n | magma| SIQS| msiew
28 0.72 0.26| 0.19| 0.15| 60| 87.73| 21.66| 14.59
32 2.41 0.38| 0.32| 0.19| 64| 204.49| 49.90| 42.14
36 5.89 0.49| 0.47| 0.26( 68| 449.85| 92.27, 81.39
40| 19.60 1.15/ 0.81| 0.51| 72| 1189.31] 226.69| 201.47
44| 84.83 2.04| 191| 0.63| 76| 2731.23| 425.95| 396.17
48| 281.29 487| 2.93| 1.33| 80| 7177.24| 1329.67| 1329.88
52| 1472.33 11.89| 5.73| 3.18( 84| > 10'| 3339.39| 2821.30
56 | 5136.75 32.34|10.58| 6.21| 88| > 10'|7027.39| 5042.18

Table 1: Integer factorization timings (in CPU seconds)

While it is immediately clear that the Morrison-Brillhart algorithm is
inferior to the variousQuadratic Sie\e implemertations, we note alsothat the
gap betweenMagma's MPQS implemenrtation and our SIQSreadesa factor
of 5, while our code comesvery closeto msiew'sperformance,con rming that
| atleastfor largeinputs | the costof performing hypercube initialization
in Maple is ultimately insigni cant.



3 Discrete Logarithms

We begin by de ning the discrete logarithm problem. Supposewe have a
nite group G andanelemen <€ G ofordernandanelemen < ( ): The
Discrete Logarithm Problem (DLP) is, given and , solve €<= for the
unique integer c satisfying 0 < c < n: We denotethis value, ¢, aslog,( ).

Example 1. Let G bethe subgroupof Z,4, the integersmodulo 101,gener-
atedby = 2andsuppose = 14 HereG = ( ) = {1,;4;16,64 54 1456, ::}
and the order of is 50. In this simple example,the order of is small, so
we may simply testif <= for c from O to 50 until we nd onethat works,
in this case,c = 5.

In a larger group, for example,a group with 2! elemerts, this brute force
method, which requiresn=2 multiplications in G on average,becomesnfeasi-
ble. Although we cando better than O(n) multiplications in general,it turns

out that there are no known algorithms for large subgroupsof Z, generated
by  which are polynomial time in logq: It is this dicult y of computing
discretelogarithms in this group, and alsothe group of points on an elliptic

curve, that is the basisfor various modern cryptographic systems,suc as
the the EIGamal public key cryptosystem. See[172].

3.1 Maple’s mlog command.

Maple's current method, the numtheory[mlog] command, for solving the
DLP on the multiplicativ e structure of Z,, wherem is an integer, employs
the following strategy. The method factors m and solvesa number of DLPs
in Z,, for ead prime p dividing m. To solve thesesmaller problems, Maple
implemerts the Pohlig-Hellman algorithm, which in turn calls Shanks'baby-
step, giant-step algorithm as a subroutine. The Pohlig-Hellman algorithm
takesadvantage of the factorization of

(p-1= g
by solving e; instancesof the DLP modulo g; to obtain ¢; satisfying
= “mod q’;

and then applies Chineseremainder theorem to nd the value ¢ modulo
(p — 1). For a full description of this algorithm, we refer the readerto the
Handbook of Applied Cryptography [6] or Stinson'stext [12].
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To solve the DLPs modulo ead prime factor g of (p— 1), Maple currertly
implemerts Shanks' Baby-Step, Giant-Step method. This method is is an
O(,/0) method. It is illustrated with the following examplein Z;:

Example 2. Supposeq= 101, = 7and = 57  Here is a primitive
elemen of Z;p; son = 100. In the rst stepwe build atable of pairs of values.
Let k = [,/g] = 11and for i from 1 to k — 1 computevalues(i; ™ mod q)
and sort them by the secondentry. In our example,this table is

i|0| 7| 4| 9| 6| 3| 1| 8| 5/10| 2
M 11]115/19|29(30|38|51|58|69|65|76

In the secondstep we compute the discretelogarithm of asfollows. For j

from 0 to k — 1 we test, using binary seart, if x 7 is amongthe second

ertries in the table. For j = 0 we have J = 57,which is not in the table.

Evertually we nd for j = 8 we have J = 15, and we seethat (7,15)

is one of the ertries in the table. We have ! 7 = 8 (mod ) and so
= 11 ™8 (mod g) and we have found that log, = 11x 7+ 8= 85.

Now let us look a the complexity of the algorithm. Notice that we can
compute the k ertries ™ in the table in O(k) = O(,/g) multiplications in
G. The cost of sorting the table on the secondentry using an O(nlogn)
sorting algorithm requires O(klogk) = O(,/glogg) comparisons. In the
secondstep, computing the J costs one inverse and at most another
k = O(,/9) multiplications and at most another O(k logk) = O(,/qlogq)
comparisonsto seart the table using binary seard. Thus this algorithm
doesO(k) = O(,/0) multiplications in G and makesO(k logk) = O(,/qlogq)
comparisonsof elemeits of G. It alsoneedsto store O(,/q) elemeits of G in
the table.

This is not a problemfor Maple's current implemertation whenthe prime
factorsof (p— 1) are all small, howewer, whenthis is not the case,Maple will
take an inordinate amourt of resourceso computethe desiredlogarithm. In
the worst case,p is prime and p = 2g+ 1 with q alsoprime. This will force
Maple to construct a table with O(,/p) ertries. Primes p of this form are
called "safeprimes' becausethey make integer factorization algorithms and
discretelogarithm algorithms harder and hence,cryptosystemslike RSA and
ElGamal “safer'.
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3.2 The Index Calculus Method

As we will see,a better approad would be to usean index calculus method
instead of Shanks'method when the prime q is “large’. The index calculus
method is a randomizedalgorithm that constructs a databaseof the loga-
rithms of “small' primes (say the smallest50, 100 or 500 primes) and uses
this databaseto reconstructthe logarithm desired. Returning to our previous
example,we illustrate how the index calculusmethod works.

Example 3. Recallthat wehadq= 101, = 7and = 57where is of
ordern = 100. Let B = {2; 3;5} bethe setof 'small' primes(called the factor
base). We calculate log,, 2, log, 3, and log, 5 and use theseto reconstruct
log, . The keyisto nd valuesof c sudh that ¢ mod g is B-smooth (that
is, is only divisible by the primesin B, or, in an abuseof notation, is divisible
only by primes lessthan or equalto B; in this way, B is an upper bound
but can also be thought of as a set of primes). We choosethese values of
c at random from [2; q — 2]. Many valuesof ¢ will work, three of which are
c = 25,30,61. For thesevalueswe have

B=2x5modqg *=2x3modqg % =2x5 modaq:
Taking logarithms this yields the systemof linear congruences
25=log,2+ log,5 (mod qg-—1);
30=log,2+ log,3 (mod q-— 1);
61=log,2+ 2log,5 (mod q-— 1):

One now solvesthis linear systemmodulo g — 1 = 100to obtain the unique
solution which is

{log,2= 89 log,3= 4L log,5= 36}:

Now, by nding onevalue d for which ¢ is B-smooth, we can solwe for
log, . Onevaluethat worksis d = 81 We obtain

81=2x3x5 (mod q):
Again, taking logarithms we have
log, + 81=log,2+ log,3+ log,5 (modq-—1):
Substituting for log, 2, log, 3 and log,, 5, and solving for log, we obtain
log, =89+ 41+ 36—81=85 (modqg-—1):
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3.3 Optimizing the index calculus algorithm.

The limiting factor for this procedureis how quickly we can nd a set of
congruenceshat determinesa unique solution for the logarithms of the factor
baseB. For large g, few choicesof ¢ work, sowe generallyend up spending
most of the time searding for appropriate candidatesc. In order to make
this task faster, we might simply increasethe sizeof the factor baseB. While
this would certainly guarartee an increasein the probability that a number

“mod q is B-smooth, we also must keepin mind that in order to uniquely
determinea systemof linear congruenceslog,, p must be involvedin at least
onecongruencedor eat pin B. But the largerthat we make B, the lesslikely
it is that the larger primesof B will be divisorsof ¢ mod g. At oneextreme
B = {2} and we expectto seart O(log, g) valuesofcto nd ¢ mod qwhich
is an exact power of 2. This is no better than Shanks'method. And at the
other extreme, B cortains all primes lessthan g and we expect to seart
O(g) valuesof cto nd the only sud value to yield a congruencenvolving
the rst prime lessthan g. A compromisecan be found betweenthesetwo
extremes(a lot closerto the rst one)that will allow usto make signi cant
gainson Shanks'method for large q.

In a result from [4], Caneld et al. showv that the probability that a
number lessthan q is B-smooth is asymptotically u “0+°(M) where u =
log, B. Aswell, the prime number theoremtells usthat the number of primes
lessthan B is asymptotically B=In B. Although our choicefor B will usually
be rather small, thesetwo equationswill at leastgive us a starting point for
choosingwhat value we ought to setB for a giveng. We must nd at least
one congruencefor eat p in B, and it will take u*+°M) tries to nd c for
which ¢ mod gis B-smooth. Therefore,we expectto seart u*(!*°()B=In B
choicesof c beforewe have determinedour systemof congruencesWe should,
then, seekto minimise this function over all possiblechoicesof B. The above
discussionappliesin the limit that qand B tend to in nit y, howewver, we will
be concernedwith "'medium’ sizedvaluesfor g and B sud aslog, < 100and
|B| < 5000. In practice, we compiled many experimerts for di erent choices
of g and B and sough a polynomial approximation relating log, q and B.

Once we have chosenour smaothnessbound, B, the greatest speed up
that we cangetisin formulating a strategy that will allow usto quickly decide
whether a value ¢ will lead us to a value for which  “ mod q is B-smaoth.
The greatestboon in this wasa result presened in [2] for computing discrete
logarithms over GF (2%), thoughiit is straightforward to modify for logarithms
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in GF (g) aswasdonein [8]. We descrile the idea.

Considerapplying the Extended Euclidean Algorithm (EEA) to the in-
tegersgandy = °mod g We will obtain a sequenceof triples (r;;s;;t;)
satisfying

r;=sy+tq
where the remaindersr; decreasein size from g to 1 and the s; increase
monotonically in magnitude from O to an integer of sizeO(q). The index, k,
of i whenr; is rst lessthan |s;| will haver, and s, roughly the samelength,
namely, half the length of g: Taking the above equation modulo q we have

r,=s; ¢ (mod Q)

and hence
log, r; = log,s;+ ¢ (mod q— 1):

Now instead of chedking if y = ¢ mod g is B-smaoth, we che if r, and s,
are simultaneously B-smaooth. It turns out that it is much more likely that
thesetwo smallerintegersare simultaneously B -smooth than y is. Moreover,
we will usually only have to chedk one of r, and s;; becauseif, say, r; is
not B-smaoth, then we don't careabout this (r,;s;) pair. Furthermore, the
pairs

(rr 258k 2)5(re 1Sk 1), and (Mg Skr1)

obtained from the Euclidean algorithm will also have integerscloseto half
the length of g in size.

Note alsothat the sequences; alternate from positive to negative, and so
one must add the integer —1 to the factor base,B. As well, we don't need
to cortinue the EEA pasti = k+ 1 aswe don't make useof any of those
values. Lastly, note that we don't needto explicitly computethe t; values.

3.4 Maple Implementation and Timings

The e ciency of the algorithm now dependson how fast we can test if an
integer y is B-smaoth. The basic test to seeif r; (or s;) is B-smooth is
to trial-divide by the primesin B in a loop. Howeer, since large primes
are far lesslikely to divide the valuesr; than small primes, we handle these
di erently. For small primesin B we use a traditional trial division loop.
For the larger primesin B we perform a gcd calculation with a product of a
certain number of them with whatewer is left of r;: If this gcdis 1 then we
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canskip a bunch of trial divisions. Through experimertation, we found that
taking products of twenty large primesat a time and computing the gcdwith
r; producedthe bestgains.

Lastly, a word on the storage of the systemof linear congruences.The
congruenceswill be sparse,having typically O(logr;) non-zeroterms, thus
we store the congruencess polynomialsrather than in matrix form. Taking
advantage of the sparsity of the systemwill also allow us to make gainsin
calculating its solution.

With all of thesetricks to speedup our Maple implemertation of the
index calculusalgorithm, we nd that two thirds of the time is spert on the
Euclideanalgorithm step for calculating the (r;; s;) pairs. This suggestghat
thereis not much elsewe cando to speedup our Maple implemertation unless
we adopt another algorithm or code parts of it in C. Below we show timings
(in secondson a 2.0 GHz AMD 64 bit Opteron) which pit Maple's currert
mlog commandagainst our implemertation of the index calculusalgorithm
for increasingchoicesof a prime g having a large prime dividing g — 1 (in
fact all choiceswerewith q= 2p+ 1 with p alsoprime).

[log, q] | Maple's mlog | Index Calculus
20 0.009 0.17
25 0.038 0.314
30 0.324 0.587
35 2.744 1.632
40 21.539 297
45 164.565 4.572
50 1815.272 8.603
55 27978.411 18.345
60 45.756
65 114.607
70 303.185
75 606.303
80 1875.977
85 5278.757
90 9690.946
95 22124.051

Table 2: Discrete logarithm timings (in CPU seconds)
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